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	Name of the Faculty
	

	Designation/Department
	AP /COMPUTER SCIENCE AND ENGINEERING

	Course Code/Name
	U23CST62 / INTERNET OF THINGS

	Year/Section/Department
	III/ CSE

	Credits Details
	L:3
	T:0
	P:0
	C:3

	Total Contact Hours Required
	45


Syllabus:
	UNIT I FUNDAMENTALS OF IOT
	No. of Periods 9

	Introduction – Definition and characteristics of IoT – Physical design of IoT – IoT protocols – Logical design – IoT communication models – IoT communication APIs – Enabling technologies – Wireless sensor networks – Cloud computing – Big data analytics – Communication protocols – Embedded systems – IoT levels and templates – Domain specific IoTs – IoT architectural view.

	UNIT II ARDUINO PROGRAMMING
	No. of Periods 9

	Introduction to Arduino – Types of Arduino – Arduino toolchain – Arduino programming structure – Sketches – Pins – Input/output from pins using sketches – Introduction to Arduino shields – Integration of sensors and actuators with Arduino.

	UNIT III ELEMENTS OF IOT
	No. of Periods 9

	IoT and M2M – Difference between IoT and M2M – Software defined networks – Network function virtualization – IoT systems management – Needs – NETCONF, YANG – IoT design methodology.

	UNIT IV  MOBILE HCIUNIT IV IOT COMMUNICATION AND OPEN PLATFORMS
	No. of Periods 9

	IoT communication models and APIs – IoT communication protocols – Bluetooth – Wi‑Fi – ZigBee – GPS – GSM modules – Open platform (like Raspberry Pi) architecture – Programming – Interfacing – Accessing GPIO pins – Sending and receiving signals using GPIO pins – Connecting to the cloud..

	UNIT V CHALLENGES IN IOT AND CASE STUDIES
	No. of Periods :9

	Security concerns and challenges – Real‑time applications of IoT – Home automation – Automatic lighting – Home intrusion detection – Smart cities – Smart parking – Environment and weather monitoring – Agriculture – Smart irrigation.


Objective:

	· To identify the various IoT elements appropriate to applications.
· To design a portable IoT system using Arduino/Raspberry Pi incorporating cloud and analytics
· To understand the elements of IoT
· To learn about IoT communication models
· To implement IoT applications for real‑time environment


Text Book: 
	T1: “Internet of Things – A Hands‑On Approach”, Arshdeep Bahga and Vijay Madisetti, Universities Press. (UNIT I, III & V, approx. pp. 1–180)

T2: “Getting Started with Arduino”, Massimo Banzi and Michael Shiloh, latest edition, Maker Media. (UNIT II, approx. pp. 1–120)

T3: “Learning Raspberry Pi for IoT”, (any standard Raspberry Pi/IoT project book approved by the department). (UNIT IV, approx. pp. 1–150)


Reference Book: 
	R1: Reference on IoT communication protocols and networking.

R2: Reference on IoT security, case studies, and real‑time applications.


Website: 
	W1: Standard NPTEL / MOOC course on Internet of Things.

W2: Additional online notes and tutorials for Arduino and Raspberry Pi based IoT..


Online Mode of Study (if Any):
	NPTEL: “Introduction to Internet of Things”, available at https://onlinecourses.nptel.ac.in/noc24_cs87 (or the latest NPTEL IoT course URL approved by your department).


Course Plan:

	Topic Number
	Topic
	Reference Detail
	Page Number
	Mode of teaching
	Number of Periods Required
	Cumulative Period

	UNIT I       FUNDAMENTALS OF IOT                                                                                (9)


	UNIT I FUNDAMENTALS OF IOT (9)







1

	1
	Definition and characteristics of IoT
	T1
	1–5
	BB
	1
	1

	2
	Physical and logical design of IoT
	T1
	6–12
	BB
	1
	2

	3
	IoT architectures and levels
	T1
	13–20
	BB
	1
	3

	4
	IoT communication models and APIs
	T1
	21–28
	BB
	1
	4

	5
	Enabling technologies and WSN
	T1
	29–38
	BB
	1
	5

	6
	Cloud computing and big data for IoT
	T1
	39–48
	BB
	1
	6

	7
	Communication protocols and embedded systems
	T1
	49–56
	BB
	1
	7

	8
	Domain specific IoTs
	T1
	57–64
	BB
	1
	8

	9
	IoT architectural view – case study
	T1
	65–72
	BB
	1
	9

	Outcome of Unit I:
CO1 : Explain fundamentals, architecture and enabling technologies of IoT.


	UNIT II                   ARDUINO PROGRAMMING                                                               (9)


	10
	Overview and types of Arduino boards
	T2
	1–8
	BB
	1
	10

	11
	Arduino IDE, toolchain and sketch structure
	T2
	9–16
	BB
	1
	11

	12
	Digital I/O with Arduino
	T2
	17–24
	BB
	1
	12

	13
	Analog input and PWM output
	T2
	25–32
	BB/PPT
	1
	13

	14
	Using Arduino libraries
	T2
	33–40
	BB
	1
	14

	15
	Interfacing sensors with Arduino
	T2
	41–52
	BB
	1
	15

	16
	Interfacing actuators and shields
	T2
	53–64
	BB
	1
	16

	17
	Simple Arduino‑based IoT example
	T2
	65–72
	BB
	1
	17

	18
	Mini case study / demo
	T2
	73–80
	BB
	1
	18

	Outcome  of Unit II:
CO 2: Develop basic IoT prototypes using Arduino.


	UNIT III   ELEMENTS OF IOT                                                                                             (9)


	19
	IoT and M2M concepts
	T1
	73–80
	BB
	1
	19

	20
	Differences between IoT and M2M
	T1
	81–86
	BB
	1
	20

	21
	IoT reference models
	T1
	87–94
	BB
	1
	21

	22
	Software defined networks for IoT
	T1
	95–102
	BB
	1
	22

	23
	Network function virtualization
	T1
	103–110
	BB
	1
	23

	24
	IoT systems management and device management
	T1
	111–118
	BB
	1
	24

	25
	NETCONF and YANG basics
	T1
	119–124
	BB
	1
	25

	26
	IoT design methodology – requirements & modeling
	T1
	125–132
	BB
	1
	26

	27
	IoT design methodology – implementation & testing
	T1
	133–140
	BB
	1
	27

	Outcome  of Unit III:
CO 3 : Describe elements, management and design methodology of IoT systems.


	UNIT IV     IOT COMMUNICATION AND OPEN PLATFORMS                                   (9)


	28
	IoT communication models and APIs
	T1
	141–148
	BB
	1
	28

	29
	Short‑range wireless protocols: Bluetooth, BLE
	T1
	149–156
	BB
	1
	29

	30
	Wi‑Fi and ZigBee for IoT
	T1
	157–164
	BB
	1
	30

	31
	GPS and GSM modules
	T1
	165–172
	BB
	1
	31

	32
	Raspberry Pi architecture and GPIO
	T3
	1–10
	BB
	1
	32

	33
	Programming Raspberry Pi for IoT
	T3
	11–20
	BB
	1
	33

	34
	Interfacing sensors/actuators using GPIO
	T3
	21–30
	BB
	1
	34

	35
	Cloud connectivity: MQTT/HTTP overview
	T3
	31–40
	BB
	1
	35

	36
	Open‑platform‑based mini project discussion
	T3
	41–48
	BB
	1
	36

	28
	IoT communication models and APIs
	T1
	141–148
	BB
	1
	28

	Outcome  of Unit IV:
CO 4 : Implement IoT communication using open hardware/software platforms.


	UNIT V       CHALLENGES IN IOT AND CASE STUDIES                                              (9)


	37
	IoT security requirements and threats
	T1
	173–182
	BB
	1
	37

	38
	Authentication, access control, privacy
	T1
	183–192
	BB
	1
	38

	39
	Home automation and lighting case study
	T1
	193–200
	BB
	1
	39

	40
	Intrusion detection / surveillance case study
	T1
	201–208
	BB
	1
	40

	41
	Smart city and smart parking applications
	T1
	209–216
	BB
	1
	41

	42
	Environmental and weather monitoring
	T1
	217–224
	BB
	1
	42

	43
	Agriculture and smart irrigation applications
	T1
	225–232
	BB
	1
	43

	44
	Integrated multi‑domain IoT solution
	T1
	233–238
	BB
	1
	44

	45
	Student case‑study presentations / review
	–
	–
	BB
	1
	45

	Outcome  of Unit V:
CO 5: Analyze IoT security and real‑time applications.
CO 6: Apply IoT concepts in domain‑specific case studies.



Course Outcome:

	At the end of course, Students should be able to do:
CO1: Explain IoT fundamentals, architecture, and enabling technologies.

CO2: Develop simple IoT systems using Arduino or similar boards.

CO3: Describe IoT elements, M2M, and system design methodology.

CO4: Implement IoT communication using standard protocols and open platforms.

CO5: Analyze security and deployment issues in real‑time IoT applications.

CO6: Design and present domain‑specific IoT case studies.



	CO
	PO1
	PO2
	PO3
	PO4
	PO5
	PO6
	PO7
	PO8
	PO9
	PO10
	PO11
	PSO1
	PSO2

	CO 1
	3
	2
	3
	3
	3
	-
	-
	-
	1
	3
	3
	3
	2

	CO 2
	2
	2
	2
	1
	2
	-
	-
	-
	2
	2
	1
	2
	2

	CO 3
	1
	1
	3
	2
	3
	-
	-
	-
	1
	2
	1
	1
	2

	CO 4
	2
	3
	3
	1
	2
	-
	-
	-
	3
	1
	2
	2
	2

	CO 5
	1
	2
	3
	2
	2
	-
	-
	-
	2
	1
	3
	1
	1

	CO 6
	1
	2
	3
	2
	2
	-
	-
	-
	2
	1
	3
	1
	1

	AVG
	1.8
	2
	2.8
	1.8
	2.3
	-
	-
	-
	1.8
	1.6
	2.1
	1.6
	1.6


Topic beyond Syllabus:

	· 5G‑based massive IoT and hybrid connectivity using LPWAN, Wi‑Fi and satellite networks.
· AI‑enabled IoT (AIoT) for predictive maintenance and smart analytics in industries.


Internal Evaluation Components:

	Webportal
	Assignment
	Components
	Topic Number with Topic / Unit Details
	Relevance to CO

	Webportal 1
	--
	Assessment – I (60)
	Unit I and II
	CO 1 & CO2

	
	1
	Assignment – Handwritten (20)
	1. Definition and characteristics of IoT (Unit I – Topic 1)
	CO1

	
	
	
	2. IoT communication models and APIs (Unit I – Topic 4)
	CO2

	
	
	
	3. Overview and types of Arduino boards (Unit II – Topic 10)
	CO2

	
	2
	Assignment – Poster Presentation /  PPT (20)
	1. Cloud computing and big data for IoT (Unit I – Topic 6)
	CO1

	
	
	
	2. Interfacing sensors with Arduino (Unit II – Topic 15)
	CO2

	
	
	
	3. Simple Arduino‑based IoT example (Unit II – Topic 17)
	CO2

	Webportal 2
	--
	Assessment – II (60)
	Unit III and IV
	CO3 & CO4

	
	3
	 Seminar (20)
	1. IoT and M2M concepts (Unit III – Topic 19)
	CO3

	
	
	
	2. IoT design methodology (Unit III – Topics 26 & 27)
	CO3

	
	
	
	3. Raspberry Pi architecture and GPIO (Unit IV – Topic 32)
	CO4

	
	4
	Case Study Report (20)
	1. IoT communication protocols (Bluetooth, Wi‑Fi, ZigBee) (Unit IV – Topics 29 & 30)
	CO4

	
	
	
	2.Cloud connectivity: MQTT/HTTP overview (Unit IV – Topic 35)
	CO4

	
	
	
	 3.Open‑platform‑based mini project (Unit IV – Topic 36)
	CO4

	Webportal 3
	--
	Model Exam (75)
	Unit I to V
	CO1 to CO6

	
	5
	MCQ (15)
	1. Physical and logical design of IoT (Unit I – Topic 2)
	CO1

	
	
	
	2. Interfacing actuators and shields (Unit II – Topic 16)
	CO2

	
	
	
	3. NETCONF and YANG basics (Unit III – Topic 25)
	CO3

	
	
	
	4. GPS and GSM modules (Unit IV – Topic 31)
	CO4

	
	
	
	5. IoT security threats (Unit V – Topic 37)
	CO5

	
	
	
	6. Smart city / smart parking applications (Unit V – Topic 41)
	CO6

	
	-
	Course Attendance (10)
	--
	--


Submission Details:

	

Phase 1(Before AT 1)
	Phase 2 (Before AT 2)
	Phase 3 (Model)

	Assignment 1
	Assignment 2
	Assignment 3
	Assignment 4
	Assignment 5

	
	
	
	
	


Google Class Code Details: 
Class Name: 
PLAN OF ASSESSMENT TEST –DISTRIBUTION OF MARKS:

	TEST
	CO- MARK WISE  DISTRIBUTION
	BLOOM’S LEVEL MARK WISE DISTRIBUTION

	AT-1
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6

	
	37
	23
	-
	-
	-
	-
	20
	40
	-
	-
	-
	-

	AT-2
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6

	
	-
	-
	37
	23
	-
	-
	20
	40
	-
	-
	-
	-

	MODEL
	CO1
	CO2
	CO3
	CO4
	CO5
	CO6
	BTL1
	BTL2
	BTL3
	BTL4
	BTL5
	BTL6

	
	20
	20
	20
	20
	10
	10
	20
	64
	-
	16
	-
	-
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